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EU DIGITAL & DATA INITIATIVES: A POLICY MAPPING SNAPSHOT = 5

Artificial

Intelligence
Act
Develop a European
regulatory framework
on Artificial Intelligence
(Al). It uses a risk-
based approach to
classify Al systems
under four categories
ranging from minimal
risk to unacceptable
risk.

NIS 2

Cybersecurity

Directive
The “GDPR” for data
security; strengthening

ePrivacy
Regulation

A proposal for the
regulation of various
privacy-related topics,

European
Health Data

Space
De facto compulsory

Electronic Health mostly in relation to

electronic
communications within
the European Union,
reinforcing trust and
security in the digital
world

security requirements
and addressing the
security of supply
chains. Requiring
individual companies to
address cybersecurity
risks

Records; infrastructure
frameworks for
maximizing
interoperability across
member states and
data sharing standards

A horizontal legislative New rules for platforms
proposal, affecting all that act as
industries similarly. 'gatekeepers’. The
Fostering data-sharing proposal addresses
with governments. three main problems:
Increasing the sharing high barriers to entry,
of data generated by anti-competitive
devices and machines, practices by
including those used in gatekeepers and
healthcare and fragmented regulation
research settings and oversight

Regulating the
operation of
commercial platforms
and services they
provide, including
services offered on the
internet and aims to
ensure transparency,
accountability and
regulatory oversight of
the EU online space

It encourages wider
reuse of data including
personal data held by
public sector bodies;
using secure
processing
environments and
anonymization
techniques

Anticipated
major impact

in the life
science
sector
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https://www.europarl.europa.eu/legislative-train/theme-promoting-our-european-way-of-life/file-european-health-data-space
https://www.europarl.europa.eu/legislative-train/theme-promoting-our-european-way-of-life/file-european-health-data-space
https://www.europarl.europa.eu/legislative-train/theme-promoting-our-european-way-of-life/file-european-health-data-space
https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/AIDA/DV/2022/03-22/AIDA_2020_2266_INI_compromise_amendments_EN.pdf
https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/AIDA/DV/2022/03-22/AIDA_2020_2266_INI_compromise_amendments_EN.pdf
https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/AIDA/DV/2022/03-22/AIDA_2020_2266_INI_compromise_amendments_EN.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0767
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0767
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0767
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=COM:2022:68:FIN
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A825%3AFIN
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A825%3AFIN
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A842%3AFIN
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A842%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010

AN IMPLEMENTATION TIMELINE TO REMEMBER! 6

[ Published October Effective January
DISYAY 2022 2024
P A Determination of the Implementing
D M A P0||t|ca|2€g;eement Effectlvgol\éc;vember gatekeepers obligations March
September 2023 2024
Political Agreement Effective September
May 2022 2023
Draft Regulation Finalization of the
March 2022 text only pending
Draft Regulation )
Political Agreement letMtont?stfor I\/Ifemtber
N ISZ May 2022 ates to transfer to
national laws
e Privacy Consultation
Draft Regulation .
May 2022 Consultation
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I NAVIGATING THROUGH THE LABYRINTH! 7

A classification model to remember the basic categories of
those data & digital initiatives

N\
. Data Governance }
@ /rificial Intelligence
\
Path to the

Digital

} Digital Services Act

Digital Markets Act

ePrivacy Regulation

. European Data Spaces
4
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WHAT IS THE ANTICIPATED IMPACT ON DATA SHARING IN THE
EU?

New opportunities to identify and leverage new data
sources In at least three important areas:

Data Governance Act
Effective September 2023

Data kept by
public bodies

European Health

: Data generated Data Act
EleCtr%r;fahealth SANIENENIEIEEE Effective within 2025
Still in consultation devices (loT)

Data Space
Wastellas




Looking
Backwavds

Back to basics: What is personal
data and what is anonymous in the
era of Artificial Intelligence?

7astellas



I PERSONAL OR ANONYMOUS? CASE 1 10

A press release from the EU Anti Fraud Agency

(OLAF):
. Uploaded in OLAI_: s website N T'M GIVING AN 80 PE
ANONYMOUS s L 1O
DONATION TO THEY FIND OUT
CHARITY... IT’S Me!

>
>
> ——
) i
» Leading a research project = —_L____.h
» Funded by ERCEA with a specific
amount
> In a Greek University Mike Flanagan via CartoonStock - https://www.cartoonstock.com
» Where her father was also employed

as Professor

* CaseT-384/2020, OC vs. EU Commission (only in French) 7a5‘[€]las



https://curia.europa.eu/juris/document/document.jsf?text=&docid=258784&pageIndex=0&doclang=FR&mode=lst&dir=&occ=first&part=1&cid=1414368

I PERSONAL OR ANONYMOUS? CASE 2 11

A dOCth uploaC_lS a video in YouTube 2 2010 Kevin Spear kevin@kevinspearcom wwwhkevinspear.con
recordlng a patient surgery*

LW W T PR R SRR RS N PR

of
» Place and Hospital
> Type of surgery KSpe
> Age of patient _ “You've come down with a viral video.”
> Name Of Surgeon and hIS This Photo is licensed under CC BY-NC-ND

associates

Al Moiv. 947/2022 %astellas



http://kevinspear.com/cartoon/viral
https://creativecommons.org/licenses/by-nc-nd/3.0/
http://www.areiospagos.gr/nomologia/apofaseis_DISPLAY.asp?cd=BM8S73P3A0MFDRKBYQWXGDQBVK2QK1&apof=947_2022&info=%D0%CF%C9%CD%C9%CA%C5%D3%20-%20%20%D3%D4

PERSONAL OR ANONYMOUS? CASE 3 12

An online Form sent by a European Agency to
the shareholders and creditors of a Spanis
financial institution going through an insolvency

Hi, my name

procedure* 5. el Ak’

oot important.

 The EDPS found that the
replies/comments contained at least

(‘:Psteudonymized” and not anonymized
ata

Benjamin Schwartz, The New Yorker

« Appeal before the General Court

* CaseT-557/2020, SRB vs. EDPS Wastellas



https://curia.europa.eu/juris/document/document.jsf?text=&docid=272910&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1414951

I PERSONAL OR ANONYMOUS? CASE 3

Latanaya Sweeney’s research*
 Latanava used as the basis

regisuatorit 1ist)

 Reidentification success
rate was 87%!

13

"Your recent Amazon purchases, Tweet

score and location history makes you
23.5% welcome here."

Name
Address

Ethnicity
Visit date

Date
registered

Party
affiliation

Diagnosis

Total charge Date last

voted

Medical Data Voter List

* L. Sweeney. k-anonymity: a model for protecting privacy. International Journal on Uncertainty,
Fuzziness and Knowledge-based Systems, 10 (5), 2002; 557-570, available here

7 astellas


https://epic.org/wp-content/uploads/privacy/reidentification/Sweeney_Article.pdf
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I WHAT IS ANONYMIZATION IN EUROPE?
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THE ROOT CAUSE OF THE PROBLEM 1/2 15

GDPR, Recital 26: The “reasonably likely” criterion is not really very helpful!

(26)  The principles of data protection should apply to any information concerning an identified or identifiable natural
person, Personal data which have undergone pseudonymisation, which could be attributed to a natural person by
the use of additional information should be considered to be information on an identifiable natural person. To
determine whether a natural person is identifiable, account should be taken of all the means reasonably likely to
be used, such as singling out, either by the controller or by another person to identify the natural person directly
or indirectly. To ascertain whether means are reasonably likely to be used to identify the natural person, account
should be taken of all objective factors, such as the costs of and the amount of time required for identification,
taking into consideration the available technology at the time of the processing and technological developments.
The principles of data protection should therefore not apply to anonymous information, namely information
which does not relate to an identified or identifiable natural person or to personal data rendered anonymous in
such a manner that the data subject is not or no longer identifiable. This Regulation does not therefore concern
the processing of such anonymous information, including for statistical or research purposes.

7astellas



I THE ROOT CAUSE OF THE PROBLEM 2/2 16

Two different methods to determine if identifying an individual is
“reasonably likely”.

Relevant

Absolute
Anonymization

Anonymization

Re- Possibility to

identification re-identify an

of individuals individual

Is impossible! cannot be
excluded

Alexander Sergeev, hygger.io )astellas



THE FIRST OPINION OF THE WP29 IN 2007 17

Opinion 4/2007

on the concept
of personal data

Relevant Anonymization

Anonymous data In other areas of research or of the same project, re-identification of the data subject

"Anonymous data" in the sense of the Directive can be defined as any information ™Y have been excluded in the design of protocols and procedure, for instance because

relating to a natural person where the person cannot be identified, whether by the data th'cre is 10 therapeutical aspects nvolved. For technical or other'roasons, there may
controller or by any other person, taking account of all the means likely reasonably to still be a way to find out to what persons correspond what clinical data, but the
be used either by the controller or by any other person to identify that individual. identification is not supposed or expected to take place under any circumstance, and

"Anonymised data” would therefore be anonymous data that previously referred to an  gppropriate technical measures (e.g. cryptographic, irreversible hashing) have been put

identifiable person, but where that identification is no longer possible. Recital 26 also place to prevent that from happening, In this case, even if identification of certain
refers to this concept when it reads that “the principles of protection shall not apply to

data rendered anonymous in such a way that the data subject is no longer
tdemzf able”. Again, the assessment of whether the data allow identification of an
information can be con51dered as anonymous or not
and a case-by-c ith
¢ extent that the mean
identification as described in Recital 26. This 1
statistical information, where despite the fact that the information may be prcscnted as
aggregated data, the original sample is not sufficiently large and other pieces of-
information may enable the identification of individuals.

data subjects may take place despite all those protocols and measures (due to
unforesceable circumstances such as a

ifferent matter 1s that for the new controller who has effectively gained access to
the identifiable information, it will undoubtedly be considered to be "personal data".

A7 astellas


https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2007/wp136_en.pdf

THE SECOND OPINION OF THE WP29 IN 2014 18

Opinion 5/2014
on

Anonymization Absolute Anonymization

Techniques

Secondly, “the means likely reasonably t i ther a person is
identifiable” are those to be used Thus, it is critical
to understand that when a data entifiable) data at

event-level, and the data controller hands over part of this dataset (for example after removal
or masking of identifiable data), the resulting dataset is still personal data. Only if the data
controller would aggregate the data to a level where the individual
identifiable, the resulting dataset can be qualified as anonymous.

)astellas


https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf

43

44

45

46

* Case C-582/14, Breyer vs Germany

CASE LAW 1/2 19

In favor of a standard?

Breyer

e |s an IP address considered
personal or anonymous?

In so far as that recital refers to the means likely reasonably to be used by both the controller and by ‘any other person’, its wording suggests that, for
information to be treated as ‘personal data’ within the meaning of Article 2(a) of that directive, it is not required that all the information enabling the
identification of the data subject must be in the hands of one person.

The fact that the additional data necessary to identify the user of a website are held not by the online media services provider, but by that user’s internet
service provider does not appear to be such as to exclude that dynamic IP addresses registered by the online media services provider constitute personal
data within the meaning of Article 2(a) of Directive 95/46.

However, it must be determined whether the possibility to combine a dynamic IP address with the additional data held by the internet service provider
constitutes a means likely reasonably to be used to identify the data subject.

Thus, as the Advocate General stated essentially in point 68 of his Opinion, that would not be the case if the identification of the data subject was prohibited
by law or practically impossible on account of the fact that it requires a disproportionate effort in terms of time, cost and man-power, so that the risk of
identification appears in reality to be insignificant.

7 astellas



https://curia.europa.eu/juris/document/document.jsf?text=&docid=184668&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1419512

CASE LAW 2/2 20

In favor of a standard?

SRB vs. EDPS

« Different treatment of the same data depending on who is
processing them

SRB had transferred to its consulting firm only coded data

EDPS considered such data as being automatically
“personal” since at least SRB could re-identify the individual

The General Court rejected this automatic inference
Under appeal before the Court of Justice

104 It is apparent from paragraph 45 of the judgment of 19 October 2016, Breyer (C-582/14, EU:C:2016:779), cited in paragraph 92 above, that it was for the
EDPS to determine whether the possibility of combining the information that had been transmitted to Deloitte with the additional information held by the
SRB constituted a means likely reasonably to be used by Deloitte to identify the authors of the comments.

105  Therefore, since the EDPS did not investigate whether Deloitte had legal means available to it which could in practice enable it to access the additional
information necessary to re-identify the authors of the comments, the EDPS could not conclude that the information transmitted to Deloitte constituted
information relating to an ‘identifiable natural person’ within the meaning of Article 3(1) of Regulation 2018/1725.

* CaseT-557/2020, SRB vs. EDPS ﬂy"‘agtellas



https://curia.europa.eu/juris/document/document.jsf?text=&docid=272910&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1414951

I ... WHAT ABOUT DATA PROTECTION AUTHORITIES; 21

Uncertainty, variations and confusion!

France (CNIL)

» Closer to an absolute anonymization standard

* “... via une évaluation approfondie des risques d’identification, que le risque de ré-identification
avec des moyens raisonnables est nul ...”

Ireland (Data Protection Commission)

» Closer to the relevant anonymization standard

United Kingdom (ICO)

* New draft guidelines
* Clear preference of the relevant anonymization standard

Spain (AEPD)

* Closer to an absolute anonymization standard

* “Finally, it must be stated that, in order to anonymise a file, the corresponding data “should be
such as not to allow the data subject to be identified via “all” “likely” and “reasonable” means” by
the data controller or by any third party. Therefore, anonymisation procedures must ensure that
not even the data controller is capable of re-identifying the data holders in an anonymised
file. ”

7 astellas


https://www.cnil.fr/fr/lanonymisation-de-donnees-personnelles
https://www.dataprotection.ie/en/dpc-guidance/anonymisation-and-pseudonymisation
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-call-for-views-anonymisation-pseudonymisation-and-privacy-enhancing-technologies-guidance/
https://www.aepd.es/en/prensa-y-comunicacion/blog/anonymisation-and-pseudonymisation

I IN SEARCH OF REGULATORY CLARITY! 22

EDPB

* Trying to publish a new Opinion
» Divergence between the DPAs of member states

European Health Data Space

« Making the sharing of anonymized data
mandatory (under some circumstances)

DEI WA

« Sharing of data from interconnected devices
(IoT)

Wastellas



WHAT DO WE DO UNTIL MORE CLARITY IS ACHIEVED? 23

N\

Data Protection Impact Assessment each time anonymization
Is invoked

\

‘ More emphasis and use of pseudonymization

\

‘ “Trusted Third Partners”. an emerging new role

/

“Synthetic data”, “differential privacy”, “federated
learning”, “multiparty computations” and other
technological solutions

[

‘ Waiting for the new Opinion of the EDPB

Wastellas
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QUESTIONS ?
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