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EU DIGITAL & DATA INITIATIVES: A POLICY MAPPING SNAPSHOT 5

European 

Health Data 

Space
De facto compulsory 

Electronic Health 

Records; infrastructure 

frameworks for 

maximizing 

interoperability across 

member states and 

data sharing standards

NIS 2 

Cybersecurity 

Directive
The “GDPR” for data 

security; strengthening 

security requirements 

and addressing the 

security of supply 

chains. Requiring 

individual companies to 

address cybersecurity 

risks

Data 

Governance 

Act
It encourages wider 

reuse of data including 

personal data held by 

public sector bodies; 

using secure 

processing 

environments and 

anonymization 

techniques

Artificial 

Intelligence 

Act
Develop a European 

regulatory framework 

on Artificial Intelligence 

(AI). It uses a risk-

based approach to 

classify AI systems 

under four categories 

ranging from minimal 

risk to unacceptable 

risk.

Data Act
A horizontal legislative 

proposal, affecting all 

industries similarly. 

Fostering data-sharing 

with governments. 

Increasing the sharing 

of data generated by 

devices and machines, 

including those used in 

healthcare and 

research settings

Digital 

Services Act
Regulating the 

operation of 

commercial platforms 

and services they 

provide, including 

services offered on the 

internet and aims to 

ensure transparency, 

accountability and 

regulatory oversight of 

the EU online space

Digital 

Markets Act
New rules for platforms 

that act as 

'gatekeepers’. The 

proposal addresses 

three main problems: 

high barriers to entry, 

anti-competitive 

practices by 

gatekeepers and 

fragmented regulation 

and oversight

ePrivacy 

Regulation
A proposal for the 

regulation of various 

privacy-related topics, 

mostly in relation to 

electronic 

communications within 

the European Union,  

reinforcing trust and 

security in the digital 

world

Anticipated 

major impact 

in the life 

science 

sector

Anticipated 

medium 

impact in the 

life science 

sector

Anticipated 

lower impact 

in the life 

science 

sector

https://www.europarl.europa.eu/legislative-train/theme-promoting-our-european-way-of-life/file-european-health-data-space
https://www.europarl.europa.eu/legislative-train/theme-promoting-our-european-way-of-life/file-european-health-data-space
https://www.europarl.europa.eu/legislative-train/theme-promoting-our-european-way-of-life/file-european-health-data-space
https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/AIDA/DV/2022/03-22/AIDA_2020_2266_INI_compromise_amendments_EN.pdf
https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/AIDA/DV/2022/03-22/AIDA_2020_2266_INI_compromise_amendments_EN.pdf
https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/AIDA/DV/2022/03-22/AIDA_2020_2266_INI_compromise_amendments_EN.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0767
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0767
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0767
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=COM:2022:68:FIN
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A825%3AFIN
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A825%3AFIN
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A842%3AFIN
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=COM%3A2020%3A842%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010
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DSA

DMA

DGA

DA

AI

NIS2

ePrivacy

EHDS

2022 2023 2024

Published October 

2022

Effective January 

2024

Political Agreement 

2022

Effective November 

2022

Determination of the 

gatekeepers 

September 2023

Implementing 

obligations March 

2024

Political Agreement 

May 2022

Effective September 

2023

Draft Regulation 

March 2022

Draft Regulation 

March 2022
Consultation

Political Agreement 

May 2022

21 Months for Member 

States to transfer to 

national laws

Consultation

Draft Regulation 

May 2022 Consultation

AN IMPLEMENTATION TIMELINE TO REMEMBER!

Finalization of the 

text only pending
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A classification model to remember the basic categories of 
those data & digital initiatives

Path to the 

Digital 

Decade

Data Governance

Artificial Intelligence

Cybersecurity 

Digital Services

Digital Privacy 

European Data Spaces

AI Act

NIS2 Directive

Data Act

Data Governance Act

Digital Services Act

Digital Markets Act

ePrivacy Regulation

European Health Data 

Space

NAVIGATING THROUGH THE LABYRINTH! 



WHAT IS THE ANTICIPATED IMPACT ON DATA SHARING IN THE 
EU? 

New opportunities to identify and leverage new data 
sources in at least three important areas: 
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Data kept by 
public bodies

Data generated 
by interconnected 

devices (IoT)

Electronic health 
data

Data Governance Act

Effective September 2023

Data Act

Effective within 2025

European Health 

Data Space

Still in consultation 



Back to basics: What is personal 

data and what is anonymous in the 

era of Artificial Intelligence? 



PERSONAL OR ANONYMOUS? CASE 1

A press release from the EU Anti Fraud Agency 
(OLAF): 

• Uploaded in OLAF’s website 
regarding an alleged case of fraud 
committed by a University Professor 
in Greece

• Without including any direct personal 
identifiers of the Professor accused 

• With reference to the following 
elements:

➢ Woman academic 

➢ Young

➢ Greek

➢ Professor of a University Department 
in a specific scientific area

➢ Leading a research project 

➢ Funded by ERCEA with a specific 
amount

➢ In a Greek University 

➢ Where her father was also employed 
as Professor
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Mike Flanagan via CartoonStock - https://www.cartoonstock.com

* CaseT-384/2020, OC vs. EU Commission (only in French)

https://curia.europa.eu/juris/document/document.jsf?text=&docid=258784&pageIndex=0&doclang=FR&mode=lst&dir=&occ=first&part=1&cid=1414368


PERSONAL OR ANONYMOUS? CASE 2

A doctor uploads a video in YouTube
recording a patient surgery*

• Without reference to the 
name of the patient

• Revealing obviously part of 
the body of the patient 
involved

• With reference to the 
following elements:

➢ Date of surgery
➢ Place and Hospital
➢ Type of surgery
➢ Age of patient
➢ Name of surgeon and his 

associates 
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This Photo is licensed under CC BY-NC-ND

ΑΠ Ποιν. 947/2022

http://kevinspear.com/cartoon/viral
https://creativecommons.org/licenses/by-nc-nd/3.0/
http://www.areiospagos.gr/nomologia/apofaseis_DISPLAY.asp?cd=BM8S73P3A0MFDRKBYQWXGDQBVK2QK1&apof=947_2022&info=%D0%CF%C9%CD%C9%CA%C5%D3%20-%20%20%D3%D4


PERSONAL OR ANONYMOUS? CASE 3

An online Form sent by a European Agency to 
the shareholders and creditors of a Spanish 
financial institution going through an insolvency 
procedure*

• Replies and comments were 
transferred to a consulting company 
for further processing 

• The Agency allocated a unique 
alphanumeric code to each 
reply/comment

• Only the Agency could link the 
comments to the data received and 
identify an individual respondent

• The consulting firm had no access to 
the database of data collected and did 
not have access to the code

• 5 complaints submitted to the EDPS
• The EDPS found that the 

replies/comments contained at least 
“pseudonymized” and not anonymized 
data

• Appeal before the General Court
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Benjamin Schwartz, The New Yorker

* CaseT-557/2020, SRB vs. EDPS

https://curia.europa.eu/juris/document/document.jsf?text=&docid=272910&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1414951


PERSONAL OR ANONYMOUS? CASE 3

Latanaya Sweeney’s research*

• Latanaya used as the basis 
of her research a database 
with patient specific but de-
identified health data

• Using only full birth date, sex, 
and postal code of the 
patients, Latanaya tried to re-
identify the patients using 
another database (voter 
registration list) 

• Reidentification success 
rate was 87%!
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* L. Sweeney. k-anonymity: a model for protecting privacy. International Journal on Uncertainty, 

Fuzziness and Knowledge-based Systems, 10 (5), 2002; 557-570, available here 

https://epic.org/wp-content/uploads/privacy/reidentification/Sweeney_Article.pdf


WHAT IS ANONYMIZATION IN EUROPE? 14



THE ROOT CAUSE OF THE PROBLEM 1/2 15

GDPR, Recital 26: The “reasonably likely” criterion is not really very helpful! 



THE ROOT CAUSE OF THE PROBLEM 2/2 16

Two different methods to determine if identifying an individual is 

“reasonably likely”: 

Alexander Sergeev, hygger.io

Absolute 

Anonymization

Relevant 

Anonymization

Re-

identification 

of individuals 

is impossible!

Possibility to 

re-identify an 

individual 

cannot be 

excluded



THE FIRST OPINION OF THE WP29 IN 2007 17

Opinion 4/2007 
on the concept 

of personal data
Relevant Anonymization 

https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2007/wp136_en.pdf


THE SECOND OPINION OF THE WP29 IN 2014 18

Opinion 5/2014 
on 

Anonymization 
Techniques

Absolute Anonymization

https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf


CASE LAW 1/2 

In favor of a “relative anonymization” standard?
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Breyer

• Is an IP address considered 
personal or anonymous? 

* Case C-582/14, Breyer vs Germany

https://curia.europa.eu/juris/document/document.jsf?text=&docid=184668&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1419512


CASE LAW 2/2 

In favor of a “relative anonymization” standard?
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SRB vs. EDPS

• Different treatment of the same data depending on who is 
processing them

• SRB had transferred to its consulting firm only coded data

• EDPS considered such data as being automatically 
“personal” since at least SRB could re-identify the individual

• The General Court rejected this automatic inference

• Under appeal before the Court of Justice

* CaseT-557/2020, SRB vs. EDPS

https://curia.europa.eu/juris/document/document.jsf?text=&docid=272910&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=1414951


… WHAT ABOUT DATA PROTECTION AUTHORITIES; 

Uncertainty, variations and confusion! 
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France (CNIL)

• Closer to an absolute anonymization standard

• “… via une évaluation approfondie des risques d’identification, que le risque de ré-identification
avec des moyens raisonnables est nul …”

Ireland (Data Protection Commission)

• Closer to the relevant anonymization standard

United Kingdom (ICO)

• New draft guidelines

• Clear preference of the relevant anonymization standard

Spain (AEPD)

• Closer to an absolute anonymization standard

• “Finally, it must be stated that, in order to anonymise a file, the corresponding data “should be 
such as not to allow the data subject to be identified via “all” “likely” and “reasonable” means” by 
the data controller or by any third party. Therefore, anonymisation procedures must ensure that 
not even the data controller is capable of re-identifying the data holders in an anonymised 
file. ”

https://www.cnil.fr/fr/lanonymisation-de-donnees-personnelles
https://www.dataprotection.ie/en/dpc-guidance/anonymisation-and-pseudonymisation
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-call-for-views-anonymisation-pseudonymisation-and-privacy-enhancing-technologies-guidance/
https://www.aepd.es/en/prensa-y-comunicacion/blog/anonymisation-and-pseudonymisation


IN SEARCH OF REGULATORY CLARITY! 22

EDPB

• Trying to publish a new Opinion

• Divergence between the DPAs of member states

European Health Data Space

• Making the sharing of anonymized data 
mandatory (under some circumstances)

Data Act

• Sharing of data from interconnected devices 
(IoT)



WHAT DO WE DO UNTIL MORE CLARITY IS ACHIEVED? 23

Data Protection Impact Assessment each time anonymization 
is invoked

More emphasis and use of pseudonymization 

“Trusted Third Partners”: an emerging new role

“Synthetic data”, “differential privacy”, “federated 
learning”, “multiparty computations” and other 
technological solutions 

Waiting for the new Opinion of the EDPB



QUESTIONS ?

24
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